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January 27, 2025 

 
Ms. Tina Donbeck 
Chief Information Officer 
 
 
Subject: Audit Announcement – DFC Federal Information Security Modernization 
Act of 2014 Audit (Project DFC-25-03-C). 
 

On December 18, 2014, the President signed the Federal Information Security 
Modernization Act of 2014 (FISMA), which amended the Federal Information Security 
Management Act of 2002 (FISMA 2002) and provided several modifications that 
modernize Federal security practices to address evolving security concerns. 

FISMA requires Federal agencies to have an annual independent assessment of their 
information security program and practices to determine the effectiveness of such 
programs and practices and report the assessments' results to the Office of Management 
and Budget (OMB). 

The objectives of this audit will be to assess DFC’s compliance with Fiscal Year (FY) 2025 
IG FISMA Reporting Metrics. These metrics will represent a continuation of work begun 
in FY 2016 when the IG's FISMA reporting metrics were aligned with the five (5) function 
areas in the National Institute of Standards and Technology (NIST) Framework for 
Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework): Identity, 
Protect, Detect, Respond, and Recover. The Cybersecurity Framework provides 
agencies with a common structure for identifying and managing cybersecurity risks across 
the enterprise. It provides the IGs with guidance for assessing the maturity of controls to 
address those risks. RMA will use the FY 2025 IG FISMA Reporting Metrics, developed 
as a collaborative effort by OMB, Department of Homeland Security (DHS), and the 
Council of Inspectors General on Integrity and Efficiency (CIGIE) in consultation with the 
Federal Chief Information Officer Council. Since the FY 2025 IG FISMA Metrics have not 
been issued yet, in the meantime we will use the FY 2023-2024 IG FISMA Reporting 
Metrics. 

We have engaged an independent audit firm - RMA Associates - to conduct this audit 
subject to OIG oversight. RMA Associates will conduct its work in accordance with 
generally accepted government auditing standards. The work will be performed at DFC's 
Headquarters in Washington, DC. 
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The audit will begin in February 2025. We will schedule an entrance conference where 
we will discuss the objectives, scope, and methodology regarding this project as well as 
specific items we will require from DFC. If you have any questions or need additional 
information, please contact me at (202) 336-8703. 

 
Sincerely, 

 
Anthony "Tony" Zakel 
Inspector General 
 
cc: Frank Esquivel, Acting Deputy CEO 

Amana Bawa, Acting Chief of Staff 
 John Glaser, Deputy Chief Information Officer 
 Trevor Lowing, Chief Information Security Officer 

Dev Jagadesan, Deputy General Counsel 
Ryan Zalaskus, Director of Internal Controls 
 RMA Associates 

 


